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How to Enable Multi-Factor Authentication March 2024

As part of our commitment to keeping our systems and data secure and in accordance with tightening state
regulations requiring multifactor authentication for access to non-public information of financial and
insurance services organizations, we are enhancing the security of our provider-facing applications, including
our Provider Portal.

Multifactor authentication (MFA), sometimes referred to as two-step verification, requires users to log in to a

system with another factor in addition to their username and password.

T i MultiPlan. Provider Portal
MFA setup initiation

When you log in to the Provider Portal on or after sz ‘ Wl e {hai Muli@la Provider Pistal
) The portal lets you view and update your network-related informatien,
March 24th you W|” be prompted to set up MFA. Email manage tasks such a credentialing and rack your customer senvice case
history. Best of all, it's free- no downloads required or software to install.
Select “Setup” below your preferred option (app, e s
SMS or emall)' For No Surprises Act
i o you via this portal. Optionally you can epen a service case without an
If you Se|eCt the Okta Verlfy or GOOg|e account from the link on the registration page.
Authenticator apps, select your device type 1
) i Okta Verify We use multi-factor authentication to help keep you safe, learn more.
(iPhone or Android) and download the free app e e e
. . .
from either the Google Play store for Android Google Authenticator
devices or the App Store for Apple devices. Once e e AN
you have your app, follow its instructions below. T

Email Authentication

Enter a verification code sent to your email . R .
ol ) ol Receive a code via SMS to authenticate

If you select SMS Authentication, you’ll be — Aui“tfemkaﬁon Receive a code via SMS to authenticate
prompted to enter your mobile phone number, Send a verficaton code toyour registered emal. B e e S
and we will text you a code to enter on-screen. ' itedsites
Be sure to select your country first if you are not Set up Email Authentication ———
located in the United States. é.f:!:fiﬁf!_iij?:fi.?fgiffszbe‘ow ==
— :
If you select Email Authentication, Okta will send ‘ p—
a one-time verification code to the email address |

we have on file. Check your email and enter the
code on-screen.

sl MultiPlan. Provider Portg
For the Okta Verify app

Setup Okta Verify

okta Verify |+

Launch Okta Verify application on your mobile d Okta Verify

b Open the app If nOt already Opened and select Add an account.
e Select the plus (+) sign in the
upper right to add an account
e Select “Organization (Work,
' Add an account to verify your iden
schoo| Company)” when you access your organizatiol o)
! Can'tscan? Refresh code apps foLey
e When prompted to add an account

from another device, select “Skip

Do You Have Your
No accounts added QR Code?

Before you continue, make sure your
QR code is shown on another device,

Forgot password?

e Select “Yes, Ready to Scan” such as a laptop
. By using this portal you are agreeing to our terms of
° Scan the QR COde dISp|ayed on the Where do | get my QR cog
Provider Portal browser window - o
Account Yes, Ready to Scan

e Select “Done” —

No, Sign In Instead
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For the Google Authenticator app *

e Open the app if not already opened i MultiPlan. Provider Portal
e Select the plus (+) sign in the
lower rlght to add a code Setup Google Authenticator Welcome to the MultiPlan Provider Portal

- The portal lets you view and update your network-related information,
Launch Google Authenticator application on your

e Select “"Scan a QR code” and mobile device and select Add an account. e o e
enable camera if needed

e Scan the QR code displayed on the
Provider Portal browser window -

e Select “"Next” Set up Authenticator 62 open a service case without an

fration page.

«  Getthe Authenticator App from
= Inni lAgp select et up ace

Forgot password?

thentication to help keep you safe, learn more.

By using this portal you are agreeing to

Place barcode withinred lines

Entering a daily, secure code for app verification

Enter the code displayed — without spaces - on the chosen app for the recently added account. You will have
30 seconds to enter the code. Every 30 seconds, the app will display a newly-generated code. Once your
setup is complete, you'll be prompted to enter a code during login every 24 hours per MultiPlan’s security
policy. Checking the box underneath the code field will remember the browser for 7 days if your browser
settings allow cookie storage.

Google Authenticator i s MultiPlan. Provider Portal

Account added . Welcome to the MultiPlan Provider Portal
Okta Verify ) )
The portal lets you view and update your network-related information,
29 0 43 2 Enter code from any registered Okta Verify device. manage tasks such as credentialing and track your customer service case
history. Best of all, it's free- no downloads required or software to install.
Enter Code
&8
¢ Register for an account
Beg
When you're asked for a verification code, c
) For No Surprises Act
find it here. The code changes frequently, so O hall i i forith
there is no need to memorise it. Do not challenge me on this device for the next 7 First time visitor? Register for an account so we can communicate with
days yeu via this portal. Optionally you can open a service case without an
account from the link on the registration page.

okba Verify

Pour terms of use.

We use multi-factor authentication to help keep you safe, learn more.
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